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1. Main reasons for Long-term preservation system implementation at NK and MzK'

The problem of

Ensuring appropriate secure access to the digital collections,
Ensuring the preservation and authentication of digital material in
perpetuity driven by meeting the significant challenges of technical
obsolescence and media decay that are characteristics of digital
material, and

The cost of this preservation and supporting this over time

Affects

The libraries and their systems for digital documents discovery and
preservation

The publishing community and producers of unpublished material and
public of Czech Republic (consumers) who have a long term interest in
the preservation and accessibility of authentic representations of
material held in digital collections

The impact of
which is

The integrity, authenticity and trustworthiness of any digital material
deposited within the participating libraries would be jeopardised,

The participating libraries” reputation as a trusted repository of the
country's documentary heritage would be affected,

Producers will have concerns about possible copyright, access and
authentication infringements on their deposited material, and

The ability for consumers to securely access the digital collections will
be compromised

A successful
solution would be

A trusted digital heritage archive with services for depositing,
managing, preserving and accessing digital material and its associated
metadata in perpetuity, and

One that can be supported maintained and developed in a cost
effective manner.

Solution provided by company deeply involved in research considering
the long-term preservation + EU project on the same topic.

For The libraries, producers of digital material and consumers of the material
Who e Need a (trusted) mechanism that will enable the collection and
preservation of digital material as part of the Czech cultural heritage,
e Need appropriate access to the digital material, and
e Need the provision for protection of the producers' commercial and
privacy interests for as long as required.
Central digital Is a system that will:
repository NDK e Secure the integrity and authenticity and therefore trustworthiness of
LTP digital material deposited with the libraries,
e Integrate with other software applications the libraries uses, to deliver
digital library services.
Since None of the two libraries have a system for a long/term preservation of digital

materials and sufficient internal programming capabilities

! NK stands here for National Library of the Czech Republic, the MZK for Moravian State Library. The NDK stands for

National Digital Library, which is project name. In the frame of this project the LTP system is to be developer.
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NDK LTP system | Will most likely be based on a commercial software system, based on OAIS,
that supports a cost effective and adaptable end-to-end solution (combining
with new business processes and other organization changes) that is
standards-based, with:

e Automated deposit, storage and management of a wide range of
formats and types of digital material including; web sites, images, text
documents and sound in accordance with defined ingest and storage
rules,

e "Push” and "pull" mechanisms that support an e-legal deposit regime
extended to include e-published resources as well as donated,
negotiated and/or purchased published and unpublished resources,
and mainly material generated from the targeted digitization of the
Library’s collection,

e Work-bench functionality for managing intervention to resolve
metadata and file exceptions to assure the integrity of the submission
package for transformation and acceptance into archival storage,

e A core set of preservation related functionality for the Library that
provides an adaptable and evolving platform for current and future
(long-term) digital preservation work that ensures the integrity and
authenticity of the digital material,

e Rights management mechanisms to ensure secure and appropriate
access to the digital content, in accordance with copyright and access
arrangements

e Flexibility to extend, customize and integrate the system’s functionality
over time to meet, in particular, evolving needs related to preservation
for access.

e Strong connection to already existing Library systems (catalogue and
similar)

Il Basic needs of a repository for NK and MZK

1 Integration with existing library systems

The participating libraries currently have number of systems used for managing and providing access
to the collections (digital libraries, library catalogue etc.). It is expected that these systems will
continue to provide services that will be used in conjunction with the NDK LTP system. Therefore it is
necessary for the new system to integrate with the existing systems to provide flexible digital library
services to the Library’s staff and users.

2 Secure access controls

The new system must provide mechanisms to ensure that the stakeholders will have confidence that
all deposited material will be managed, preserved and accessed in compliance with all relevant
legislation and deposit arrangements.

3 Selective Collections

NK and MZK are deposit libraries for all material published in Czech Republic. There might be a need
to appraise unsolicited digital material and record selection decisions. The NDK system needs to
provide a managed and controlled environment where this appraisal can be performed.
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4 Managing Relations with Producers (depositors)

The new system needs to provide mechanisms for capturing and monitoring information on the origin,
methods and frequency of digital material being received. There must be mechanism to check
received documents against deposit arrangements. Providing feedback about the ingest process to
the producers is essential.

5 Depositing Digital Material

LTP system of NDK needs to be able to receive digital material from a range of internal and external
producers and therefore needs to fully support a variety of ingest mechanisms. These ingest
mechanisms will include: online published and unpublished deposit (online form for submitting); mass
third party off-line and online ingest; mass internal ingest of material digitized at both MZK and NK’s
digitization departments.

6 Arranging Unpublished Material (deposit)

The system needs to provide a managed and controlled environment where unpublished digital
material can be arranged and processed, before it is stored in the archive module.

7 Monitoring Digital Material and Implementing Preservation Strategies

Due to the characteristics of digital material and the need to preserve digital material in perpetuity, the
system needs to support mechanisms that enable regular assessment of the conditions of the
archived digital material. The system should be able to identify/or support identification of the material
that needs the preservation action. To enable testing and development of the preservation strategies,
samples of test data will have to be exported from the Archival module (export based on filtering —
formats, size, date etc.) to a development (external test bed) environment.

In addition it needs to provide a managed and controlled environment where different preservation
strategies and tools can be implemented, executed, and the results evaluated.

8 Managing the archive module
The Library uses an interim solution to upload, store and manage the digital objects and make them
available for access. To support the long-term management, the NDK LTP system needs to be able
to identify and interpret pre-defined rules:
e to determine (or manually choose) the optimum storage location for a digital object’s files and
for the metadata associated with a ‘representation’
e to manage requests associated with retrieval for access, entity management and the
implementation, performance and evaluation of preservation strategies.

9 Monitoring and Support for Technology Infrastructure
In order to perform the technical support role for the system, it will be necessary to have mechanisms
to:
e Back-up and restore the storage mechanisms used by the archive (including its pre-ingest
storage).
e Provide disaster recovery to ensure that the system is easily maintained and that the digital
material can be trusted.
e Monitor (and be alerted by) the system in relation to performance, database and file
corruption, disk errors, system capacity and security access events.

10 Accessing Digital Material

NK and MZK currently have a number of access channels for finding and accessing digital material
collected by both libraries. The NDK LTP system needs to support a range of these access requests
for resources (stored in the archival module) discovery.

11 Accessing Material for Cataloguing

In order for staff to fully catalogue or describe various digital materials, it is necessary for the NDK
LTP system to provide mechanisms for staff to access digital material stored in the archival module
independently of the resource discovery applications.

12 Ongoing System Support and Enhancement

As new forms of digital material will be included in the NDK and different preservation techniques will
evolve, there is a need to be able to enhance and evolve the NDK LTP system over time.
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NDK LTP system and its scope

1) Application software
Offers functionality, covers:

Receive material

Depositor (external or internal) sends to the LTP system the Producer Submission Package (thereinafter
PSP), configured on the depositor's own requirements. It is sent for deposit in a storage area awaiting the
manual routines and rules governing acceptance of the SIP into the archival module. The process has to
be highly automated, and rules will be applied to specify different ingest processes for different
producers. System has to be able to ingest any file format and any kind of PSP/SIP (even non compatible
with NK requirements).

Entity management
Automated staging of a PSP through a sequence of actions and rules to register entity for the
archive:

provide assurance (that the PSP is free of viruses and has assigned fixity)

extract and validate metadata essential for describing and preserving the files(s) submitted
in the SIP

validate format and metadata (with using of external services such JHOVE, PRONOM etc.)

enrichment of metadata (JHOVE and library catalogues)

present the 'valid' SIP (to archive management) for storage as an entity within the NDK
repository.

possibility to set up different workflows with different steps (checks) for more producers

Manual intervention by a person authorized by the system, to:

0 manage resolution of 'failure' conditions detected by the assurance and metadata
extraction routines

o select and process a PSP that is either detected as coming from a depositor for which
the libraries (NK and MZK) has no current submission arrangement, or that contains
material that is unpublished or of unknown standing

0 subsequent resubmission' of the selected elements of the original PSP to the automated
staging sequence for registering an entity in the archive.

Notification and task lists to support assignment and management of manual interventions.

Providing the depositor with notification that a submitted PSP has been received and subsequent
notification of outcomes from the subsequent PSP assurance, validation, selection and entity
registration actions.

Interaction (through external system interfaces) with the libraries‘ content management systems,
for maintenance of descriptive metadata and archive reference ID's.

Maintenance of a representation held in the archive (by a person authorized by the system to
perform maintenance)

(Automated) execution of authorized preservation actions for a defined set of Representations.

Archive module management

Applies rules to define the storage location for representations placed into the archives
repository.

Interacts with the storage system(s) used by the archive repository, to provide and manage the
status of requests made by NDK application functions that cover:

o (initial) storage for representations (metadata and digital content).
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Access

(0]

subsequent retrieval (based on rules or changeable filters), update, relocation, deletion
(both logical and physical) and fixity and virus checks.

Interprets storage system results and generates synchronous and asynchronous notification of
storage system conditions to inform NDK application users of storage and retrieval results.

Interprets and authenticates access requests for representations (digital content and/or
metadata).

Compiles and returns Dissemination Information Packages (DIPs).

Has possibility to set up different “workflows” for DIP dissemination (complete DIP, only data,
only metadata etc.)

The LTP system has to be able to provide on-demand access to preservation copies to
authorized end users. However, this functionality does not mean fast access to all archived
content. The process of high resolution copes delivery will have very limited audience. After
external authorization the user should receive link to a location, from which he can download the
DIP copy. This will be later deleted from this area. This whole process has to be automated and
monitored, providing the archive administrator a report

Preservation planning

Support authorized users who need to:

o Design and run reports to monitor the preservation status of representations held in the
archive module and to identify representations requiring preservation action.
Identify and export sets of test data to external test environments.
Establish task lists that support the assignment, execution, and management of
preservation actions for a defined set of representations.

0 Run test analysis before real preservation action start.

o NDK system should be able to implement any of preservation planning tools (for
migration or planning itself).

o Planning has to be based on communication/cooperation with 3 party services such as
PRONOM, JHOVE etc.

Administration

Support authorized users who need to:

(0]

O O O o

Manage depositor information that supports the libraries'(MK and MZK) deposit
arrangements.

Manage format information that supports the preservation of digital material

Manage system configuration

Manage physical access control to data or modules

Manage errors or problems coming from Ingest processes (for example validation if PSP
meets the specifications of the Submission Agreement

Generates logs and report about every system process (operations, system
performance, and system usage) running and about outcomes of requested processes
(migrations and similar).

2) Common services

It is expected that the NDK system will use services provided by or enabled through the NK and MZK's
technologies (software, hardware and network).
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3) External systems interfaces

LTP system for NDK needs to interact with other library systems (NK and MZK). Currently we expect that
the LTP system will have to interact with following applications:

mass scanning workflow (be it a CCS, 4digitalbooks, or Czech product Sirius)

urn:nbn management and resolution application

ILS of the National Library and Moravian State Library (Aleph)

Presentation digital libraries (mainly system Kramerius, based on Fedora Commons repository
system)

Meta search applications (currently Metalib)

Registry of digitizing of the CR — Oracle based application

The system should also use OAI-PMH to share information with other systems.
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V. Desired system characteristics

Specification Availability Notes/comments

(yes/no)

1. Deposit material
1 Managed ingest The system provides an Ingest service with the ability to manage digital material from
streams (collection multiple ingest streams, e.g. legal deposit, web harvesting, unpublished material,
focused) sound material and digitized items from the existing collections.

2 Construction of a The system’s submission mechanism allows producers to construct submission

submission package packages of any digital material with metadata.

3 Submission transport The system supports submission of digital material by electronic transfer (e.g. FTP,

mechanism HTTP via a web browser) or on a physical digital media (e.g. CD-R, external HDD).

4 Bulk (batch) and The system handles submission of digital material as individual items and in bulk.

individual item
submission

5 Metadata included in a | The system’s deposit mechanism captures data about the material from the

submission producer/depositor, e.g. material descriptions, access arrangements, that is possible
embargoes, age restrictions, conditions of use at the time of deposit. The system will
use hash controls if there are hash by producers provided.

6 Notification of The system automatically generates a success or failure confirmation to be sent to the

submission result producer after material has been deposited.

7 Producer identification The system allows the publisher, donor and other types of producer of digital material
to self-identify at time of deposit and uses attributes associated with the identified
producer/depositor to manage the submission.

8 PSP/SIP identification The system ensures that each PSP and final SIP is assigned a unique identifier on

for tracking deposit.

9 PSP assurance The system ensures that each file contained in PSP has a fixity value.

10 | Submission metadata The system’s deposit mechanism allows producers to choose from pre-defined

pre-population submission templates pre-filled with metadata from previous submissions for regularly
deposited material.
2. Administration
11 | Managed producer The system is used to create, maintain and delete (when necessary) producer account

Request for Information. Long-term preservation solution for NDK — National Digital Library.
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account and deposit
arrangement

information. This includes contact information and deposit arrangements for a
producer/depositor.

12 | Record of a Producer’'s | The system monitors and tracks records of submissions from a producer against the
submission activity producer’s deposit arrangement, for adherence and provides mechanisms for viewing

the full list of submissions from a producer.

13 | Configurable, The system uses configurable rules to automate workflow enacted through the NDK
automated rule-based LTP system. Workflow has to be changeable (allow to skip certain steps) and possibly
workflow with roll-back feature.

14 The system is used to create, maintain and delete a library of file formats used by the

Managed local library of
file formats

system to support recognition of format types.

3. Entity management

15 | Unique internal The system ensures that each (stored) logical entity and digital object have a unique
identifier for an internal identifier that remains intact in perpetuity.
intellectual entity

16 | Automated quality The system can be configured for regular and automatic quality assurance checks, to
assurance of files and ensure that digital material is of sufficient quality to be stored in the archive. These
metadata checks include virus checks (performed in a separate and secure location), format

validation and file fixity checks (check sum).

17 | Recognition of file The system will recognize file formats and identifies whether or not a file of a
formats using rule- recognized format type conforms to the type’s rules for being ‘well-formed’.
based characterization

18 | Secure ‘quarantine’ The system provides a separate and secure location for holding digital material that
location fails automated assurance checks and provides an automatic notification for internal

action or resubmission.

19 | Automated metadata The system automatically extracts metadata from files in accordance with system rules
extraction for and in cooperation with external services.
recognized file formats

20 | Managed manual The system allows human intervention in order to perform selection and content
‘selection’ of submitted | checks on digital material. The need for intervention is supported by system-applied
digital objects business rules, e.g. when digital material is received from an unsolicited source.

21 | Managed arrangement | The system provides functionality that allows intervention to manually arrange and

and description of

describe the material deposited prior to it being stored in the archive.
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digital objects

22 | Deletion of files The system allows the deletion of files from a submission package that, as a result of a
rejected from a manual selection decision, has been marked and approved for rejection. The system
submission package retains metadata associated with files deleted from a submission package.

23 | Search within The system provides mechanisms to support a range of methods using metadata
repository/archive associated with an entity and its representations, to search for representations stored

in the archive and present the results for retrieval selection. Please note that archived
data should be accessible even without the LTP system.

24 | Preparation of file The system supports the introduction of file derivatives in acceptable formats and
derivatives provides rules for associating a derivative with a SIP or an archive Representation, for

viewing.

25 | Extraction and return of | The system integrates with tools and provides rules for manually updating or deleting a
Representations for representation’s file and/or metadata (from the archive).
manual maintenance
action

26 | Creation of additional The system provides a mechanism to import selected files for creating new
Representations representations (as part of an existing intellectual entity in the archive).

27 | Preparation and The system supports the manual and automatic creation of metadata for both
application of metadata | individual and batch processing.

(single instances and
batch)
28 | Application of software | The system provides open-APlIs to support the integration of external preservation

tools and routines for
preservation

tools as part of an authorized preservation routine.

The system provides a mechanism to allow a preservation routine (using one or more
preservation tools or actions) to be defined, authorized and executed over defined sets
of Representations.

4. Preservation Planning

29 | Selection and copying The system provides a mechanism to select and copy representations from the
for preservation test Archive, to a separate environment - for testing tools and procedures to implement
purposes new preservation strategies - and maintain a log of the copied representations.

30 | Identifying and The system has mechanisms for querying representations’ metadata and generating

reporting “at risk”
Representations

reports that identify “at risk” data.
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31 | Selection of The system uses selection criteria provided by an authorized user and based on
Representation sets for | metadata elements to create task lists containing a full set or sub-set of (“at risk”)
preservation Representations chosen for preservation actions.

32 | Assurance of The system selects and presents a (parameter driven) sample of updated
preservation results Representations resulting from a preservation action, for human review within a (client)

preservation workspace.
5. Archive management

33 | Management of The system determines the system(s) responsible for storing the elements of metadata
(archive) metadata for a representation.
maintained in other
library systems

34 | Management of the The system determines the location of the representation’s files for storage and
location of files in an relocation of files (where necessary) within the Archive.
archive

35 | Management of The system provides mechanisms for managing the representations in Archival
operations for Archival Storage. This includes the ability to store, update, retrieve and delete files and
Storage metadata associated with a Representation (without the need of exporting the whole

AIP outside of Archive and re-ingest).

36 | Automated quality The system allows regular and automatic quality assurance checks to be performed to
assurance of files and ensure the integrity and quality of digital material in the Archive, in accordance with
metadata (for stored defined rules that the system interprets and applies.
digital objects)

37 | Comprehensive access | The system holds, maintains and applies access rights and conditions of use to be
control metadata (for held for each representation file as part of its metadata.
stored digital objects)

6. Access
38 | Use of existing The system interfaces with the National Library’s existing resource discovery

Resource Discovery
systems

applications, to receive and process data requests for digital material and the
associated metadata.

The system also should provide complex and sufficient resource discovery application
for whole archival module.
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39

Provision of data for
access control and
conditions of use

The system provides data about access controls and conditions of use of digital
material to support interpretation of access rights by the (resource discovery)
application making a request.

System has to be open to implement any other access control tool.

40

Provision of access
request results (DIP)

The system generates and passes a DIP (or user copy) to the NK’s or MZK’s existing
resource discovery and rendering applications and tools in response to an access
request. The result of a request for access may consist of;

e A result set containing metadata relating to one or more entities, or

e One or more digital objects and associated metadata, or

e One or more items of metadata, or

e Aresponse that indicates that access has not been authorised.

7. Common Services

41

NDK Audit event

The system provides a mechanism for activating / deactivating audit events and audit
event attributes to be logged for all actions performed by the system.

42

NDK Report generation

The system provides mechanisms for processing report requests and generating
reports about content that is stored in the archive. These reports will vary in
specification depending upon the user. The system provides mechanisms for creating,
maintaining and deleting report templates.

43

Event monitoring

The system provides mechanisms for identifying and interpreting archive
events/archive content conditions as the basis for:
e Enacting automated system processes and standardized actions
e Notifying personnel or external parties (e.g. publishers, donors) of actions that
need to be taken, based on interpretation of the conditions
e A notification or automated process may be triggered by a number of different
environmental or system conditions, e.g. detection of a virus or network failure.

44

Performance
configurations

The NDK uses operating and performance thresholds that are:
e Configurable (by a system administrator) considering SW and HW.
e Used by the NDK application to detect conditions falling outside the thresholds,
for notification through a common event management service and system
admin response/action and clearance.

45

System and

configuration

The NDK LTP application software uses open application programming interfaces
(API's) or messaging protocols to enable interaction with external system management
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management

and configuration services.

46

Security management

The NDK LTP application software uses open application programming interfaces
(API's) or messaging protocols to enable interaction with external security services.

47 | ldentity and access The NDK LTP application software uses open application programming interfaces
management (API's) or messaging protocols as a primary mechanism for enabling interaction with
an external Identity and Access management service.
48 | Database and storage The NDK LTP application interacts with the NK/MZK storage systems to obtain the

administration

machine-readable policy rules and determine the placement of metadata and archive
objects.

49

Archive (objects and
metadata) backup

The system permits ‘on-line’ backups for the archive that do not impact on the use of
other system functions. Backups can be:
e Configurable to include descriptive metadata from the NK/MZK’s collection
management systems
e Scheduled to run automatically

50

Audit and analysis

The system provides a mechanism to capture an audit item for all transactions arising
from any use of the NDK LTP system’s functions.

The system allows the audit items to be searched, filtered and sorted for review, based
on criteria that can be selected by an (authorized) system user (administrator).
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V. Metadata, their roles, creating and storage

The purpose of preservation metadata creation is to support five basic functions:

- viability — keep a digital object safe and intact (check sum, backup, monitoring of changes etc.)

- renderability — keep a possibility for any digital content to be played, opened, rendered, activated
/run and so on. Information about environment needs have to be kept as well (e. g. HW and SW
environment description)

- understandability — ensure understandability of the content for the future use (maintenance of
meaning, circumstances and reasons for document creation)

- authenticity — documentation for every action relevant to a digital object is necessary. A
prospective user should be able to interpret performed changes including information about who
and what for the change was done

- identification — ensure unique identification of digital objects.

Metadata in the repository

In a simplified fashion: most of the SIP metadata (descriptive, technical and administrative) can be
provided by a depositor/producer who deposit a digital object (PSP — producer submission package) and
has for example information about its creation and properties. At the first stage (after the deposit) the
PSP is completed with another metadata via tools for metadata extraction (e.g. JHOVE * DROID*, New
Zealand Metadata Extraction Tool®). After various checks, the complete SIP (antivirus, authenticity,
integrity etc.) is saved into the archive module as an AIP. Within the AIP, implicitly containing complete
metadata (all kinds of metadata), another data in form of metadata are added (part of the life cycle of
digital objects); for example actions performed on an object, usage, access). This makes it possible (in a
reasonable form) to response/action in case of a system warning related to format obsolesce or any other
problem of archived documents. Then precautions can be taken (e.g. migration to new formats or media,
etc.).

In case of dissemination request a DIP is made according to the request specification and access rights.
Its form depends on organization's rules for dissemination, an identity of requester (his authorization),
copyright situation, etc. DIP, for example, can be restricted to descriptive metadata only.

For metadata storage purposes METS® as a container format will be used.

Preservation system has to also support metadata formats for those types for objects which
haven't been stored in the National Library yet, such as formats for audio and audiovisual documents
and others.

Preferred implemented formats in the METS frame

Our preferred metadata formats for the descriptive metadata section ,dmdSec” are Dublin Core,
MARCXML (MARC21 in XML), MODS.

Based on our analysis and according recommendation of the PREMIS editorial committee the following
combination of METS and PREMIS will be used in “amdSec” section:

1.techMD — technical metadata PREMISobject + MIX
2.rightsMD — administrative rights PREMISrights

— legislative rights METSrights/PREMISagent
3.digiprovMD  — events metadata PREMISevents/PREMISagent’

8 http://hul.harvard.edu/jhove/

4 http://droid.sourceforge.net/wiki/index.php/Introduction
° http://meta-extractor.sourceforge.net/

6 http://www.loc.gov/standards/mets/
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VI. Format specification, document types

Decision was made by both libraries that they will have a list of preferred formats for digital materials
submission (recommended for third parties). However these preferences aren't strict, the NDK system
has to be able to accept any format and store it “as is”, preferably with full characterization metadata but
even without this. This also determines preservation activities.

VII. Ways of preservation (migration, emulation)

Preservation actions and interventions (emulation, migration) on (according rules) the chosen sets of
digital objects will be done outside the archive/archival module. LTP system has to provide a so called
Preservation planning (format monitoring, their obsolescence, decision process, their selection and
export into a separate place (staging area) and their return into the archive/archival module through
Ingest. It is assumed that migration and emulation will evolve in the time, and we want to be able to follow
this development by an external tool, which means the system has to be able to cooperate with any
future or present external tool via APl or something similar.

Tifitis an agent in the context of an event
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